One of the practical applications of chaotic systems is the design of a random number generator. In the literature, generally random number generators are designed using discrete time chaotic systems. The reason for the use of the discrete time chaotic systems in the design architecture is that the latter have a simpler structure than the continuous time chaotic systems. In order to observe chaos in continuous time systems, the system must have at least three degrees. It is shown that for fractional order chaotic systems chaos can be observed even in a lower system degree. The aim of this study is to develop a random number generator using a fractional order chaotic Chua system. The proposed generator is analysed using various randomness tests. The analysis results show that the proposed generator passes the random requirements successfully. On the one hand, this study is important because it demonstrates the practical application of fractional order chaotic systems. On the other hand, it provides an alternative to designs based on discrete time chaotic systems.
I. INTRODUCTION
Chaotic behaviors are the dynamics observed in nonlinear systems. Many nature systems or man-made systems are nonlinear. Therefore, the probability of encountering chaotic behaviors and systems is very high [1] - [4] . In recent years, Chaos theory and Chaotic dynamics, which are observed in nonlinear systems and called as strange attractors, have been intensively studied by researchers. Describing the term 'Chaos' roughly, it is irregular behavior in a nonlinear deterministic system showing sensitive dependent behavior to initial conditions. Deterministic systems are systems, in which system behavior is determined by its parameters and initial conditions. Chaotic systems have a deterministic behavior. This behavior is the most important characteristic difference between noise and chaos [4] . In a system, the requirements for observing the complex dynamics, defined as strange attractors, are listed below:
 The system must have nonlinear elements;  The system must be sensitive to the initial condition. These conditions are necessary for the chaos in a system to exist, but it is not enough. If the system is a continuous time system, it must have at least three degrees. Chaos is not Manuscript observed in nonlinear systems where the system degree is less than three. For discrete time systems, such a condition is not required. Chaos can be observed even in a first order system, e.g., logistic map. Therefore, in many practical applications of chaos, discrete time chaotic systems are preferred. The most important reason for such a choice is that the discrete time chaotic systems have a simpler structure than the continuous time chaotic systems. On the other hand, both in fractional models of the existing chaotic systems and in newly defined fractional systems chaotic behaviour in the system is observed even though the system degree is less than three [5] - [12] .
In this study, a random number generator is proposed using these advantageous features of fractional order chaotic systems. The randomness properties of the proposed generator are tested using chi-square and monobit tests. The analysis results shows that the proposed generator passes the random requirements successfully. The study is important because it demonstrates the practical application of fractional order chaotic systems and offers an alternative to designs based on discrete time chaotic systems.
The rest of the study is organized as follows. In Section II, fractional order chaotic systems are briefly described. The properties of the fractional order Chua system used in the study are demonstrated to show the chaotic behaviour through parameter values. In Section III, the operation of the proposed algorithm for converting fractional chaotic system outputs to random numbers is detailed. In Section IV, the random number generator based on fractional order Chua system is tested and the results are analysed. In Section V, the advantages of the proposed method compared to the other methods in the literature are discussed. The obtained results are summarized and suggestions for future studies are made in the last section of the paper.
II. FRACTIONAL ORDER CHAOTIC SYSTEM
Since fractional calculation is not a matter of pure mathematics, it has opened up various applications in parallel with theoretical developments. Fractional calculation helps to express and successfully solve many physical problems. Recent research shows that fractional order differential equations are an effective tool to define complex dynamics and can model many physical and engineering-related systems more effectively [4] , [12] .
The existence of chaotic dynamics in fractional systems becomes an issue to be investigated in parallel with the intense work of dynamics that is observed in nonlinear systems called chaos [5] , [6] , [11] . Many chaotic systems, such as Rössler, Chen, and Chua, that are widely known in the literature, are studied by researchers. Although the degree of these systems is less than 3, there are still three state variables in the system and the degree of at least one of these three state variables is less than one, and none of them have a delay element. In this study, Chua system is used as a fractional order chaotic system [4] . Chua system is widely known in chaos theory and its practical applications. This system known as the Chua circuit is a third-order system, and show classic chaotic behaviour [1] . Unlike the usual Chua system, in this system, instead of the nonlinear element in the partial linear structure, cubic type nonlinearity is used. The state space representation of the Chua system is expressed as given in (1):
The x, y, and z state variables are the σ and β system parameters. In the study, β = 100/7 is taken. The state space representation of the fractional model of the Chua system described in (1) is given in (2):
Here, q corresponds to the fractional degree of each state variable. The block diagram equivalent to the state space representation is given as in Fig. 1 , so that the fractional model can be simulated in a comfortable manner. 
The σ = 9.5 and β = 100/7 values and the state space diagram of system for α = 1 are obtained as given in Fig. 2 . In the fractional model of the Chua system, the integral degree of the block diagram ( Fig. 1) is examined for the presence of the chaos in the system for α = 0.9, α = 0.8, and α = 0.7. In this case, the system degree is going to be 2.9, 2.8, and 2.7, respectively. State space diagrams of the systems corresponding to these cases are obtained in Fig. 3 .
In Fig. 2 and Fig. 3 , the chaotic behaviour is shown qualitatively. In Fig. 4 , the time variation of x state variable for α = 0.9, α = 0.8, and α = 0.7 is obtained. From the time responses, it can be observed that the system is chaotic [4] . Another chaos analysis method, Lyapunov exponents, is a quantitative method of chaos analysis. The presence of at least one positive Lyapunov exponent indicates the chaotic behaviour. In Table I , the maximum Lyapunov exponents are calculated for α = 0.9, α = 0.8 and α = 0.7. The calculations are obtained according to two different initial conditions very close to each other (x01(0.1, 0, 0) and x02(0.1 001, 0, 0). All of the maximum Lyapunov exponents have a positive value indicating that there is chaos in the system [4] . 
III. PROPOSED ALGORITHM FOR RANDOM NUMBER GENERATOR
Randomness is the absence of a specific pattern or predictability in the events. Non-random systems are deterministic. Random numbers are numbers that are defined for a given interval and their probability of occurrence being equal to each other, and there is no specific relationship between these numbers. Random numbers are used in many areas, such as simulation, sampling, numerical analysis, entertainment, and cryptography [2] , [7] , [13] - [23] . Random number generators are divided into two classes: Deterministic Random Number Generator (DRNG) and True Random Number Generator (TRNG). DRNG is an algorithm that generates sequence arrays that resemble the random number properties. DRNG is calculated using the seed value [2] . Therefore, the structure used as a seed value is of a great importance. Structures, which are usually a strong source of the entropy, should be selected as the seed value. Since chaotic systems are a powerful source of entropy, they are widely used in the literature in the random number generator designs.
In this study, chaotic system outputs are converted to random numbers between 0-15. The mode operation for this convertion is used [24] . In this way, a very simple process is obtained with a robust generator. The details of the proposed algorithm are described step-by-step below:
Step 1. Select fractional order chaotic system. Chen system is used in this study;
Step 2. The system outputs are calculated for the parameter values for the selected system. α = 0.7, σ = 9.5, and β = 100/7 are used in this study;
Step 3. Select one of the state variables. In this study x state variable is used.
Step 4. The values of the chaotic system output after the comma are converted to the values between 0 and 15 by applying the mode 16 operation. The random numbers obtained for the first 10 values of the x state variable of the fractional order chaotic Chua system are shown in Table II . 0.4663 4663 mod 16 7 If the numbers in the last column are converted to the bit array, the 40-bit length array to be obtained is going to be as follows: 0011111000001110011010000111010000100111.
IV. ANALYSIS RESULTS FOR PROPOSED DRNG
256 values are taken for use from the fractional order chaotic Chen system output in the analysis. These values are converted to numbers between 0-15 using the method described in Section III.
Two different statistical randomness test are used in this study. First statistical randomness test is known as the monobit (frequency) test [3] . Definition of this test is that "Monobit test measures whether the number of 0 s and 1 s produced by the generator are approximately the same as would be expected for a truly random sequence." [3] .
Since 256 numbers are generated from 0 to 15, a random sequence with a length of 1024 bits is obtained. An ideal random number generator characteristic is that the expected 512-bit value is 0 and the 512-bit value is 1. Monobit test results are given in Table III . As can be seen from the Table  III , the proposed generator meets the Monobit randomness requirements. That is, the difference between the number of zeros and the number of one for the 1024-bit value is only 10.
Another statistical randomness test is the chi-square test. Definition of this test is that "A chi-square statistic compares these substring proportions to the ideal 1/2. The statistic is referred to a chi-squared distribution with the degrees of freedom equal to the number of substrings. The chi-squared distribution is used to compare the goodness-of-fit of the observed frequencies of a sample measure to the corresponding expected" [3] . According to the chi-square test, the expected frequency values are 256/16 = 16 for each number from 0 to 15. Observed values are given in Table IV.   TABLE IV. CHI-SQUARE TEST RESULTS.  Number  Expected  Observed  0  16  13  1  16  15  2  16  19  3  16  14  4  16  14  5  16  18  6  16  20  7  16  21  8  16  19  9  16  13  10  16  15  11  16  17  12  16  14  13  16  12  14 16 11 15 16 21 Random numbers are generated between 0 and 15. Therefore, the degree of freedom (DF) of the chi-square test is 16. All confidence values for the degree of freedom 16 are given in Table V . In order to be able to say that the random numbers produced are statistically random, the calculated chi-square value should be smaller than the values in the Table V. The calculated chi-square value is 10.125.
Analysis studies are performed on the 1024-bit obtained using the proposed method. The reason why tests are performed on 1024-bit lengths random numbers sequence is to show the practical usability of proposed method in conventional encryption algorithms, such as AES and RSA.
The key length of the AES algorithm, which is a secret key encryption algorithm, is 256 bits and the key length of the RSA algorithm, which is an public key encryption algorithm, is 1024 bits.
One of the most commonly used examples to explain randomness is to generate a random bit sequence using coin tossing. In this experiment, heads are converted to 1 and tails are converted to 0. If this experiment is repeated a few times, it is going to be unbalance between the #0 and #1 distribution. However, if the experiment is repeated sufficiently, this unbalance is going to be lost because the experiment is random and the coin is fair. When the experimental results in Table III and Table IV are analysed, the small unbalance between the #0 and #1 is observed. This small unbalance is lost when the same tests are performed on the random number sequences greater than 1024-bit length to be obtained using the proposed algorithm. This analysis shows that the entropy source (outputs of fractional order chaotic Chua system) used in the proposed method has a random structure.
V. PERFORMANCE COMPARISONS AND DISCUSSION
In this section, a detailed comparison of the proposed method with the other chaos based RNG published in the last three years in the literature is given. In Table VI , RNG type, chaotic system class used as an entropy source, number of control parameters in chaotic system, number of initial conditions in the chaotic system, complexity of the algorithm used to convert outputs of chaotic system to random bits (numbers), and output bit rate are used as the comparison metric. Advantageous and disadvantageous aspects of the proposed method for each comparison metric are discussed in detail below.
The random number generators are divided into two general classes as described in Section III. In this paper, DRNG structure is proposed. However, it is planned to show that the proposed method can be implemented on FPGA for TRNG structure in future studies. In the proposed method, only mode operation is used to convert chaotic data to random outputs. Therefore, it is thought that the proposed method can be used without any problems in both DRNG and TRNG structures.
A serious problem of TRNG structures is that they require post-processing [8] , [14] , [25] - [28] . The aim of the postprocessing is to eliminate the statistical dependence between the obtained data. In the TRNG structures given in Table VI , XOR operation is used as the post-processing. This operation reduces output bit rate by half. So half of the generated bits cannot be used. In the proposed method, it is claimed that this problem will not occur due to the uniform distribution provided by the mode operation. There is no post-processing step in DRNG structures. Therefore, such a problem is not going to be experienced.
The most striking parameter in RNG design is the chaotic system class. There are two basic approaches in the literature related to the choice of chaotic systems. The first approach is based on discrete time chaotic systems. As it can be seen in [8] , [13] - [15] , [18] , [19] , [29] - [32] , the systems used in these RNG designs are low-dimensional chaotic systems. These designs are faster, but their reliability is questionable. Various cryptanalysis studies related to RNG designs based on low-dimensional chaotic systems makes this problem more evident [17] , [20] , [21] . The proposed approaches in [30] - [32] suggest several additional procedures to address these problems. However, this additional workload eliminates the advantageous aspect of the discrete time chaotic systems. As an alternative to these RNG based on discrete time chaotic systems, various designs based on continuous time chaotic systems are proposed [9] , [10] , [16] , [22] , [28] . However, these systems have serious problems. They are slow and requires post-processing. The dimension of the proposed method is lower than continuous time systems. It also has a structure as simple as discrete time chaotic systems.
At the end of this section, the conversion method of the other chaos based RNG in the literature is compared with the conversion method of proposed chaos based RNG. In the proposed method, mode operation is used. The advantages of the proposed method are both simple nature and good statistical characteristics of the mode operation. VI. CONCLUSIONS Fractional calculation and systems have become increasingly important. In parallel with this interest, in many applications, this calculation technique and systems have been widely studied. In this study, a random number generator based on fractional order chaotic systems is proposed. It is shown that the proposed generator meets the randomness requirements and can be used practically.
The original and advantageous aspects of the proposed method can be listed as follows. One of the most important results of the study is that fractional order chaotic systems may be an alternative to discrete time chaotic systems in the literature. This result may be the basis for many future studies. In the many applications based on discrete time chaotic systems, the latter are preferred to continuous time chaotic systems. The reason for this type of preference is explained by many designers: discrete time systems have a simpler structure (lower system degree) than continuous time systems. In this study, a practical application of the lower degree Chua system is carried out and the necessity of reevaluating this view is revealed. It is thought that the future studies will bring new insights for applications, where discrete-time chaotic systems, such as design of optimization and encryption algorithms, are widely preferred [25] , [26] .
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